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The Russian

LAUNDROMAT EXPOSED
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Between January 2011 and October 2014 52 0.8 billion
rom 19 Russian banks was laundered.
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The money went to 5,140 CompanieS
withaccounts at 732 banks in 96 countries

How was this scale of criminality possible?

How did it work?
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I5'|rty money At least 19 UK firms under
investigation for an alleged conspiracy
to make $20bn seem legitimate

ritish money launderette: criminals and corrupt officials from around the globe take advantage of

r* Company A signs a bogus
contract with UK based
Copany A basedinthe ~ Company B inwhich A

Urited Kingdom ~~~ 8grees to lend B alarge,
fictitious, amount of maney

Based on the court order,
the Russian companies have
to transfer the black money

to Company A in a bank
account in the European

Union
Company A takes
ASOCIACION DE

"
LSPECIALISTAS CERTIF Company Btoa

EN DELITOS FINANCIE Moldovan Court where
the debt is “certified"

The debt is quaranteed by
companies in the Russian
Federation and by a
Moldovan citizen
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» La mayor operacién de lavado de dinero de Europa del este.

* Entre 2010-2014 el crimen organizado y los politicos corruptos de
Rusia movieron el equivalente a 20,000 millones de USAS.

» Decenas de companias offshore, bancos y préstamos falsos.

* Al menos 19 companias pantalla del Reino Unido participaron en el
entramado, simulando negocios falsos.

 Mas de 20 jueces en tribunales moldavos emitieron ordenes judiciales
que permitieron movilizar el dinero.
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THE CONTRACT

The two UK companies conduct phoney
international business deals with cach other,
including big loans from one to the other. The
loans are guaranteed in the event of a default
by Russian companies, who would invariably
recruit a Mold citizen as co-g)

Far from being honest guarantors, however,
the Russians are criminals or corrupt officials
looking to launder their ill-gotten gains
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THE COURY CASE

Using the fact that one of the
guarantors was Moldovan, the
British company which “fent™
the cash sues for it in a Moldo-
van court. The judge orders the
Russian guarantors to pay the
British firm. Amounts typically
range from $100m to $800m

MONEY LAUNDERING HOW THE SCAM WORKED

DEPOSIT BOX THE SET UP
Russian criminal elements wanting to make
their cash look legitimate would set up two
*“brass plate” companies in the UK
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THE STAGED “DISPUTE"

UK company No 2 refuses to
ropay “loan”, meaning Kability
transfers to the Russians and
Moldovans who made the
guarantee
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THE MONEY TRANSFER

The Russians transfer the cash
to an account held by the British
business in Latvia. The moncy
now carries an authentic court
order, giving it a “clean™ origin,
and has entered the EU banking
system. It can now be safely
spent by the company's owners




50 bank families receiving the most money

Trasta Komerchanka | 5.214,890,365
Privatbank | 5155 389,763
Danske Bank | ;'.208.885,397
Bank of China | R 57'6.93.,750
Baltikums Bank A5 [NEEN 5701534902
Rosevrobank [N 576,371,830
==Ly = HseC N 555,297,263
Hellenic Bank Public Company LTD | NNEEEENINIIN 5529101201
BC Moldiconbank S.A. | 436,876,122
Emirates NED Bank PISC [N 5357130391
CBH Compagnie Bancaire Helvetique S& [ 3247351865
ABLY Bank AS [ 528,880,005
AS Latvijas Biznesa Banka [ 5188,626,508
Eurobank Cyprus LTD [ $177.733,784
Versobank [ $164,243,978
uesac [N 161,536,154
Regionala Investiciju Banka [ $151,410,465
East European Trust Bank [ $146,634,830
Royal Bank of Scotland [ $145,823.852
China Construction Bank Corporation [ $121,953.286
Estonian Credit Bank [l $121,906,746
Industrial and Commercial Bank of China  [JJj $92,986,749
Norvik Banka J5C [ $85.472.885
Rieturnu Banka i} $77.867.909
+—mm= Nordea Bank [l $65,998,686
Bank of Communications [} $64,139.415
Ukio Bankas [} $62.204,462
QUSC BiznesinvestBank [ $61,890,992
United Overseas Bank Limited  [JJ] $58.081,468
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(versea Chinese Banking Corporation Limited
Hang Seng Bank Limited

(0USC Promsvyazhank

Versobank AS

JSC Citadele Banka

Credit Suisse

—— DW= Citibank

Victoriabank

Amsterdam Trade Bank M.V,

AS Seb Bank

Standard Chartered Bank

Rigensis Bank AS

Commerzibank AG

Abu Dhabi Commercial Bank

MKE Bank ZRT

m— Dewtsche Bank
Mega International Commercial Bank CO LTD
Falcon Private Bank LTD

Turkiye Garanti Bankasi A.S.

Cyprus Popular Bank

Values shown in millions of USD —=
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ASOCIACION DE
ESPECIALISTAS CERTIFICADCS
EN DELITOS FINANCIEROS

B 552,987,674
J 551467288
J 544892410
J 544540178
J 542,096,463
J 540,067,804
] 337020149
J 334,795,731
] 334,549,040
] 531951041
| 528,519,449
| 527,597,485
| 527.498,860
| 526,333,645
| 52443040
| $24,0m,829
| 52037315

| 319,047,544
| 519,924,458
| 319,753,821
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Estados Unidos: Arthur Budovsky, de Liberty
Reserve, condenado a 20 anos de prisién por
lavado de dinero
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A/ Liberty

mm RESEIVE
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A Liberty Reserve — largest p: % Actions v © vView v " Audio/Video ¥ [B Filetransfer v &% Extras v

c ﬁ D Liberty Reserve Sociedad Anonima [CR] htnjs:,.v",-"www.Iibertyreserve.com,.-"en,.-'}‘n-z.tu:::.r-;,.-- \ IA

| Traveling (] Otomotif () Banking (] Forex [ Bioskop [ Shopping [ Watches [ Others [&] Google Images (] Fitness

Repott an errar

A‘ leerty & Account Profile History Transfer Merchant Tools Messages
== Reserve

Welcome - zr ,';": < You are now logged in to US447352 (¢« - @ . (Auto-logoutin 12 min 09 sec)  Logout

LibertyGuard Transaction History

Sepvices iew!
History of transactions in your account. You may list transactions by date range and many other parameters listed in additional fields

Service Fees subform or view last transactions. Date Range cannot exceed 31 days.

BuyiSell LR Date Range 03/06/2013 03113/2013 Show additional fields
Merchants

0 Please enter date in mm/iddinnyy format.
Downloads

Consumer Alert [ Submit ] [ Reset ]
Credit Card Funding rew:

Date Batch# Account Amount Balance

— 0312/2013 1515 135385536 ®  U5427194 (Unknown) - $8,570.00 $0.01 View
€28 Blog 03/12/201312:56 135362491 ®  U5284237 (Exness) +$8,573.00 $8,570.01 View

03122013 08:44 135325866 ® 1U8350828 (jose jonas) - $997.01 $0.00 View
03/11/2013 08:59 135144621 ® 1U5284237 (Exness) + $1,000.00 $997.01 View

® Site ® Quick Payment Download: CSY | QIF

» 3C| # SCIlQuick Payment i If yoursearch result contains more than 1000 records the most recent 1000 transactions
® AP| will be downloaded.
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A/ Liberty

mmm Reserve

Constituida en Costa Rica en 2006, LR ha gestionado durante anos una de las
monedas digitales mas usadas en el mundo.

A través de su web porporcionaba acceso a una moneda virtual que servia pora
el comercio internacional y para enviar y recibir pagos desde cualquier lugar del
mundo.

Se anunciaba como el mayor procesador de pagos y money transfer de Internet
gue servia a millones de personas en todo el mundo, inluido Estados Unidos.

El negocio de LR crecié exponencialmente, llenando el vacio dejado por E-Gold
y llegando a ser el mecanismo digital preferido por los cibercriminales de todo el
mundo para blanquear dinero .
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/\/ Liberty

 Arthur Budovsky junto con otras personas gestionaron LR como una
empresa criminal disenada para ayudar a los delincuentes a realizar
transacciones ilegales y blanquear los ingresos procedentes de sus
delitos.

* Atrajo y mantuvo una base de clientes criminales, haciendo su
actividad financiera anonima e ilocalizable.

* LR protegié su infraestructura criminal mintiendo a las autoridades
antiblanqueo de Costa Rica, que pretendieron cerrarla, una vez que
conocieron la investigacion de las autoridades de EE UU.
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A\ Liberty

mmm Reserve

* Después de eso siguieron gestionando el negocio moviendo millones de $ a través
de un conjunto de cuentas a nombre de companias pantalla en Chipre, Rusia,
Hong Kong, Espana y Australia.

LR llegé a ser un centro de actividad financiera para el ciber-crimen mundial,
facilitando un amplio conjunto de actividades delictivas como el fraude con
tarjetas de crédito, el robo de identidad, la pirateria informatica, la pornografia
infantil y el trafico de drogas.

* Llego a tener mas de 1 millén de usuarios en todo el mundo y mas de 200.000 en
EE UU.

- Cada ano procesaba mas de 12 millones de transacciones financieras por valor de
mas de 1.400 millones de $.
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A/ Liberty

mmmm Reserve

- Para poder utilizar la moneda digital de LR, el usuario tenia que abrir
una cuenta a través de su website.

* En el registro, el usuario tenia que proporcionar informacion basica
sobre su identidad: nombre, direccién y fecha de nacimiento.

Al contrario que los bancos tradicionales, LR no exigia la validacién de
la_informacién proporcionando documentacidn oficial o una tarjeta de
crédito.

* La cuenta, por tanto, podia abrirse facilmente utilizando una identidad
ficticia 0 anonima.
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/\/ Liberty

- Una vez abierta la cuenta, el cliente podia enviar y recibir
transferencias de otros usuarios y comerciantes que aceptaran pagos
de LR.

* LR cargaba un 1% de comision cada vez que el cliente hacia una
transferencia a otro usuario.

- Ademas por una comision de privacidad de 75 centavos por
transaccion, el cliente podia ocultar su numero de cuenta al hacer la
transferencia.

» Esto hacia imposible seguir el rastro dentro del ya de por si sistema

opaco de LR. }
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A/ Liberty

Para afadir una capa mas de anonimato, LR no permitia a sus clientes abonar sus
cuentas transfiriendo dinero directamente o a través de tarjeta de crédito.

Tampoco podian retirar dinero directamente de LR.

Estos depositos o retiros se hacian a través de un “exchanger’, lo que permitia a
LR evitar recoger cualquier informacion sobre sus usuarios.

Se trataba de empresas de envio de dinero sin licencia que funcionaban sin una
supervision o regulacion gubernamental localizadas en paises como Malasia,
Rusia, Nigeria y Vietnan, y que cobraban una comision del 5%.

El cliente remitia moneda a uno de estos “exchanger’. Una vez recibido el dinero,
el "exchanger abonada la cuenta de LR con la cantidad correspondiente.
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Financial Crimes Enforcement Network

How Liberty Reserve Operates

PERSON A EXCHANGER
TN

s C3ShICheck el | I... Bank Wirg -

received from bank wire into

+ Wire transfers sent from personal Liberly Reserve funds
bank accounts fo exchanger

PERSON B

Liberty
Apr— R OS50V
Funds

PERSON A
Liberty Reserve Account
=

PERSON B EXCHANGER e _

LIBERTY RESERVE

Bank Wire Liberty ACCOUNT

A— Of DEbl —— Afp— ROSAIVE w—
Card Funds
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“The only liberty that Liberty Reserve gave many of its users was the freedom to commit crimes. The coin

of its realm was anonymity, and it became a popular hub for fraudsters, hackers, and traffickers. The global
enforcement action we announce today is an important step towards reining in the "Wild West’ of illicit Internet
banking. As crime goes increasingly global, the long arm of the law has to get even longer, and in this case, it

encircled the earth.”

S Atto rney Proot Bharara!
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US expats in Costa Rica masterminded massive call
center fraud
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[ www.nacion.com/nacional/politica/Sport

sbook-tarjetas-Amazon-lava

‘Sportsbook’ en Costa Rica habria usado
tarjetas de Amazon para lavar dinero

etas de rega J enviar oremios de juego ilegal
o - - naiacdne cecda C F

eE. UU. siguio el rastro a $2 millones mangjados desde C
EREEER o

RONERO natzzna.cameronero@nacion.com y POR ESTEBAN OVIEDO soviego®@nzcion.com
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Atajo para evadir leyes de EE. UU. desde Costa
Rica

n linea son ilegales en Estados Unidos, la empresa 5Dimes

para cobrar y premiar a apostadores estadounldenses desde
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de al jug = enviar, por codigo

COS[& Rica. .

8 (S
@&i el jugador decide @\; el | igador gana @i[)lch acredita el

retirarse del juego y ecibe como premic dinero al apostador

r su dinero ercadena qQue puege €N una cuenta ae
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Asnazon Git Cards (Amazon GC) e recssmat:ie toward midbons of e
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How to deposit funds to your SDimes account using Amazon Gift Cards

t Amazon GO purchased deactly ot t 10 Aind participating retaders o404 Undor any CECumSianoes

In order 1O maks an Amaron GO depos! you must o your depost deinls. indudng & dedr ot ond back photogragh of your Arrezon Gt Cand with ths ¢ it CoOds scinichead
1 & pecture of the Ameon GO purchase recep! s woll. Amazon GO deposts are generally crodted 10 your acoount within 45 minules of recomng e amas. Emass
vooved wath Diurry mmaons will ot have ™he fods aedieg

Oy ore Gand par day' par acoount will e aocepiod  The messmum amourd you

an depost asing thes method 1S S50 the maxmum deposi alowed & 5200 Sakes laxes
oo incured will not be covered

How to redeem funds from your 5Dimes account using Amazon Gift Cards

Paryouts can D8 Crooissdd 10 your AMEa2on occount o amount SOU up 10 ST000 e orcker 10 1OV Gala g INSUCHonS 1O CASH Out Twougn Mes Mo planss o

Paso keoD n mand it onco The panoul 5 DrocassSod Thare & N0 DOASLIRY Of DayOAR rovokes O cCanosianon of the Yornsaiom

Thes mathod & atways subtyect 10 avadabilly  You may need 1o choose an atemale payout method

Othar wathdrawad oplions may inour a fee if not ProCassec within the ree'discountad
Imoirame

For more asssiance on cash outs through Amaron GO pleaso contoct cur Customer Service Sia® va orcolus

Segun la Investigacion del Homelanc

para apostar sin ;'_"';'l(l’ rastro

1 Security de EE. UU,, |la misma pagina web de 5Dimes expone |as instr
sobre el origen del dinero. E! sitio pide a los apostadores comprar tarjetas de

e LU .




1 www.nacion.com/nacional/politica/Tica-anos-reporto-ingresos-millones_0_1545845424 . html|

de 35 afios controla empresas que
manejaron $1.500 millones
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Duefa de la mayoria de las
LATITUDE estas d e s
GLODAL FZE representante legal en Costa Rica

puBAl

$19.3 MILLONES

SHANA

CUENTAS EN
EL BCR DE
LATCO

WOODTREE
EQUIPMENT

MALTA

LA SIGUIENTE MANERA:

Cuentas en Panams

EE UU.y Perd

Florella Mora y

Chequas de gerenoa ($7!
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Deutsche Bank @ + AddtomyFT

Deutsche Bank pays $630m to settle Russian
mirror trades probe

German lender agrees deals with UK and US regulators over alleged
fransgressions
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Gracias por su atencion
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