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Técnicas y herramientas de investigacion en la

contabilidad y auditoria forense

- 3. Investigacion de data electrénica
8ISz
4. Informes forenses
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Investigacion de data electronica

— es el proceso de identificacion,

- recoleccion, busqueda, analisis, y generacion de
~ evidencia electronica para los procedimientos legales.

e e ., S Generacion de
Identificacion Recoleccion Analisis . .
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Electronic Discovery Reference Model

Information
Management

Development of
information
management
process and
procedures to help
limit the quantity of
documents retained
past their useful
business life.
Mitigates legal risk
and costs.

Identification

Locating
potential
sources of
ESI relevant

to the matter.

Preservation &
Collection

Capturing
ESI and
ensuring it
cannot be
modified or
deleted
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Processing, Review

& Analysis

Reducing the
volume of ESI by
applying filters,
loading the
relevant ESI to
review tool and
evaluating it for

responsiveness.
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Production &
Presentation

Produce
documents
to opposing
counsel and

present in

court.




Tipos de data electrénica

Unstructured Data Structured Data

Communications User Files Meta Data Transaction Data

E-mail (incl. deleted) File Server Internet History General Ledger

Archives Content Management Document Revision History Sub ledgers

Voice Mail Workstations Printing History Cash Disbursements

Backup Tapes Recoverable Deleted Files Deletion Trend Analysis Legacy Svstems

Instant Messaging Backup Tapes CRM Data

Social Networking Security Information

Blackberry/Smart Phones Backup Tapes
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Repositorios de datos

 Computadores/portatiles
e Correo electronico — local/servidor

e Otro informacion de servidores (carpetas
compartidas, informacion financiera)

* Backup Tapes
* Mobile Devices
* Nube

-

FORO INTERNACIONAL
SOBRE DELITOS FINANCIEROS

DE LA PONTIFICIA UNIVERSIDAD JAVERIANA Y ACFCS
BAEATA Ao AN T E CEETIEMA RS



Cadena de Custodia

Chain of Custody Form

' Location:

SECTION z — EVIDENCE INVENTORY

Tem ltem Tvpe Diescription
Evidence 1D (e Laghugs; Dezbigy; Servers Snuriphons s
e ot i)
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Software para busquedas

* Para revisiones sencillas, se puede utilizar una
herramienta como Outlook o Thunderbird

e Otro software especializado permite hacer indexacion
completa (incluyendo los adjuntos), busquedas mas
complejas, y categorizar los resultados.

* Hay soluciones que permite un acceso al data por
plataforma web que permite un equipo revisador mas
amplio. Si la informacion es mucho, se puede utilizar
técnicas avanzadas (p.ej. Concept clustering)
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Técnicas de busqueda

machine
supervised 1&&}'111_115_ ,
. Pattern machine E‘P Ig_dmtn- €
Matching learning oding)
(Concept
® Boolean Clustering)
Searching

. Supervised
. Un-
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Keyword
Search
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Data Volumes
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Preguntas?
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